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OTCSA - IT vs. OT
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OTCSA -

2015

2014

Dragonfly/Havexy

malware infects Industrial
Control Systems (ICS) across
| the United States and Europe

Figure 1. Threats to critical infrastructure and industrial automation are increasing in severity and frequency
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A blast furnace at a Germany steel

mill suffered “massive damage”
following a cyber attack

2015

Black Energy

ICS-specific malware left
hundreds of thousands of
humans in Ukraine without
power

— 2018
- O|ad |
— o VPNFilter
L I u - 2017 malware infects
networking devices
worldwide and searches
Wannacry for ICS communications
and NotPetya
ransomware
attacks hit OT environments,
causing operational disruptions in
2016 automotive, food, pharmaceutical
and other manufacturing plants
Industroyer
for the second time, 2019
a targeted cyber-attack
causes a blackout in Ukraine
LockerGogra

2018 ransomeware
attacks halts production
at global aluminium
manufacture Norsk
Hydro

Chipmaker TSMC
shuts down several
of its factories after
its system were hit by

2017

Triton/Trisis

malware specifically designed
to target Schneider Electric
safety systems — hits mostly in

| the Middle East g uH %
3% 1| of

a computer virus
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OTCSA - Working Groups 2i|'&

WG

Objective

Focus

Work Products

WG1
Long-term
Vision

WG2
Visibility,
Intelligence,
and Response

WG3
Protection for
Inherently
Vulnerable
Devices

To define the desired target to
ensure safer and more secure OT
and cyber-physical operations

To define a comprehensive
solution to risk management
based on asset inventory and
monitoring, situational
awareness, and response
management

To define mitigating controls for
protecting devices that today do
not include, or include only
limited, security controls

z: BlackBerry‘. Intelligent Security. Everywhere.

« Brown and green fields
« Industry and vendor agnostic

« Brown fields

+ Industry and vendor agnostic
initially, then selected
industries and vendors to show
feasibility

» Brown and green fields

+ Industry and vendor agnostic
initially, then selected
industries and vendors to show
feasibility

» Scope, challenges, and use

cases (problem statement)

C-level communication about
risk management and maturity

Architecture blueprints and
operational and management
processes as needed

Overall architecture

Data model/common API
demonstrator

Response playbooks and
threat intelligence

Inventory of mitigating
controls

Risk-analysis-driven, cost-
conscious selection process for
mitigating controls

Tools to assess the
trustworthiness of
implemented controls and
their resilience against
vulnerabilities
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OTCSA — Work Product

Domain

Technology

Reach

Focus

Guideline objectives

Process

_I_

Includes architectures and design
principles

Includes workflow steps as well
as roles and responsibilities

Industry- and vendor-agnostic
WPs

WPs specific to selected
industries

Verified instantiations of secure
OT systems based on industry-
and vendor-agnostic WPs

Design, engineer, install, and
decommission OT solutions
Deploy, operate, and manage
technology, people, and
information for better security

Align to IT processes

+ Provide a desired/target status
as well as guidance on reaching

that status in a risk-based
fashion and with a step-wise
approach

To be based on standard
reference architectures,
models, and protocols

Provide additional details with
respect to other security
frameworks (e.g., describing
how)

Aligned with technology WPs

Leverage existing process
frameworks

Follow similar approach to
technology WPs for desired vs.
transitional state, step-wise
approach, generic vs. agnostic,
and multiple levels of detail

Compliance

Measure, test, and audit for
compliance

Focus on compliance and

conformity assessments of:

o Specific OT systems and
their operations to the
technology and process WPs

o A member’s product to the
technology and process WPs

z: BlackBerry,, Intelligent Security. Everywhere.

Enable easy mapping of

technology and process WPs to
standards and regulations while

highlighting gaps

Not just focus on
“What to do”,

But more on
“How to do”
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~and you don't
understand the technology.

Bruce Schneier

AWARERE. RSAConference2020

=iz BlackBerry Intelligent Security. Everywhere.



Security is a Process, not a Product

This is obvious to anyone involved in real-world security. In
the real world,|security involves processes, It/involves
'm’ : preventative technologies, but glso detection and reaction

e processes| and an entire forensics system to hunt down
and prosecute the guilty.| Security is not a product; it itself is
a process. And if we're ever going to make our digital
systems secure, we're going to have to start building
processes.

15TH ANNIVERSARY EDITION

Secrets & Lies A few years ago | heard a quotation, and | am going to
modify it here:|lf you think technology can solve your
security problems, then you don't understand the problems
and you don't understand the technology.

HRUCE SCHNEIER WILEY

- =BlackBerry,, Intelligent Security. Everywhere.
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Technology
%g Security is not a 0 T m )

AR product, Process

it itself is a c s A +
process Compliance

Secrets & Lies

HEUCE SCHNEIER WILEY
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Target member types

OT operators in the target industries

Endpoint protection solution provider

Enterprise software product vendor

Enterprise Resource Planning vendor

Firewall vendor

Identity and Access Management solution provider

Incident Response Management service and solution provider

Security services provider

Consulting services provider

Cloud provider

Industrial Control Systems vendor

Security Information & Event Management solution provider

BlackBerry..,:. Intelligent Security. Everywhere.
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Target industry representation areas
Automotive & transportation
Buildings & infrastructure
Energy & utilities

Food & beverage

Life sciences

Marine & ports

Metals & mining
Semiconductor

Oil, gas & chemicals

Pulp & paper

Banking

Telecommunications
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Trusted Security Advisor

Virtual SOC
Protecting Endpoints For OT / ICS Security

*%2 BlackBerry. [PAGO

XEMICH ot oL x| =
EECRTE Bk AH|A

=== BlackBerry. Intelligent Security. Everywhere.



Hybrid7ll & : H|& + A{H|A

*2zBlackBerry.

[PAGo

networks

“MDR Service™

BlackBerry
Protect

BlackBerry
Optics

Detection and response
solution.

Al endpoint protection.

Threats

e Detected

* Notified

e Alerted

« Killed

e Quarantined

* Prevention First
* Detection & Response
* More Higher Protection

Threat Research
- |.,

i

For All Threats ...

« Analysis

* Investigation

* Response

« Remedition

+ Extracting 10C

« Communication

 100% threats
« 100% validation
* Lower False-Positive

=BlackBerry,,. Intelligent Security. Everywhere.
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Provide ... For all Threats
* Details Inofrmation * Details Inofrmation
- OIS 2ot - Threat Category
2H 2l 2 29 * 10C
« Threat Category « Summary
« 10C « Guideline
* Summary Reports + Reports
« Guideline
« Unmanaged Devices
* More threat insights * Invisible Devices
* Threat Insights DB
+ 10C, Knowledge 3%
- ESH HARLUE

S w/ 2ot HE I0C Feed

* For Non-

BlackBerry Protect
27

TIDB Feed Service

* Threat Insights DB
« 10C DB

» Threat Reports

* Cyber Security

Echo-System
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Datacenter Employee

Server Server PC
Server VDI
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E22| X Ch4 for OT / ICS

2701 4o 2iet,
OT AE=ZEQIE 4

MES
PLC-PC
Process-PC

Plant-PC
BlackB Protect

HMI ac e?i*ré*. rotec

SCADA-connected-ERP * 7

- =BlackBerry,, Intelligent Security. Everywhere.
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=HH| 2| X|& OS

OjO|FE
=AM X

= SH |

= Microsoft

Windows XP SP3
Windows Vista
Windows 7 (Embeded Z&})
Windows 8 / 8.1
Windows 10
Windows Server 2003 SP2
Windows Server 2008
Windows Server 2008 R2
Windows Server 2012
Windows Server 2012 R2
Windows 2016 Standard,
Datacenter,
Essential
Windows 2019
( *Windows XP, 2003 &

Jz
2

BlackBerry,, Intelligent Security. Everywhere.

& MacOS

0SX 10.9 (Mavericks)
0S X 10.10 (Yosemite)
0S X 10.11 (El Capitan)
0S X 10.12 (Sierra)

0OS X 10.13 (High Sierra)

0S X 10.14 (Mojave)
0S X 10.15 (Catalina)

Q redhat

RedHat Enterprise 6.6 ~ 7.6
Cent0S 6.6~ 7.6

Ubuntu 14.04 ~ 18.04

SUSE 12, SP1, SP2, SP3

ramazon
webservices"

Linux : |
Amazon Linux AMI 2017.9

Amazon Linux AMI 2018.3
Amazon Linux 2 2017.12
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