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NGFW, UTM, IPS, VPN,
DRM, Encryption,
SIEM, NAC, ATP, Forensic ...
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EPP (Endpoint Prevention Platform)
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(Endpoint Detection & Response)
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(Endpoint Detection & Response)

2013 62
Anton Chuvakin - 7t E L AL O E 2| A E A=
ETDR (Endpoint Threat Detection & Response) PRy

After a long agonizing process that involved plenty of conversations with vendors, enterprises
and other analysts, | have settled on this generic name for the tools primarily focused on
detecting and investigating suspicious activities (and traces of such) other problems on
hosts/endpoints: Endpoint Threat Detection & Response.
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EDR - 7tE L 82| (2014'E 113)
(Endpoint Detection & Response)

* Continuousdetectionandresponseto advanced threats
* Security monitoring, threatdetectionandincidentresponse
* Record many detailedendpointand networkevents
» Store allinformationina centralized DB
for deep detection analysis, investigation reportingandalerting
* Analytictools are used to continuously search
» Earlyidentification of ongoing threats
* Rapidly respondto detectedattacks
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(Endpoint Detection & Response)

Detection » Response »
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(Endpoint Detection & Response)
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EPP (Endpoint Prevention Platform)
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RosAsm Base3.exe PE File Structure

DosMZ Hez
~ DOS Stu

PE File Heade
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1age Op al

ection Table
Array of Image_Section

DOS Header

NT Header

File Header

Section Headers
Export Directory
Import Directory
Resource Directory

: : lea rex,[rdi+20h]
Relocathn Directory mov  qword ptr[rdi+8],r13
Debug Directory mov  qword ptr[rdi+10h],r13
Packer Used mov qword ptr[rdi+18h],r13
Compiler Type oV qworj p:f{fcx“?gm,qi

H mov qgwora ptr|rex+ "
Cpmpller Language lea rdx,[rsp+258h]
File size or  r9,0FFFFFFFFFFFFFFFFh
PE size xor r8d,r8d
Image section headers mov ngd fi:j[fcx‘fS]’” 3w
Image imports i '
Functions called
Kernel hooks
Image Paths
Image Resource Directory
Bitmaps
Icons
Strings

P

Icon Groups networks

Version Info
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DOS Header

NT Header

File Header

Section Headers
Export Directory
Import Directory
Resource Directory
Relocation Directory
Debug Directory
Packer Used
Compiler Type
Compiler Language
File size

PE size

Image section headers
Image imports
Functions called
Kernel hooks

Image Paths

Image Resource Directory
Bitmaps

Icons

Strings

RCData

Icon Groups

Version Info
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rex,[rdi+20h]

qword ptr [rdi+8],r13
qword ptr [rdi+10h],r13
qword ptr [rdi+18h],r13
qword ptr [rcx+20h],r12
qgword pfr [rex+18h],r13
rdx,[rsp+258h

ST e x=[1007013456] X —

r8d,r8d
word pfr [rex+8],r13w
ebx,r14d

e a+bX

1 + ea+bX

Matrix

T x=[1602111430]
x=[2819209111]
x=[3220101036]
x=[9910192839]
x=[2201920391]
x=[8819102999]
x=[5778492200]
x=[0001928311]
x=[7564778203]
x=[9928183918]
x=[9929192839]
x=[0019376471]
x=[0093810292]

x=[0019102922]

- P .\ x=[6657749100]
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Mt 2| A X| (EMA — NGES)

“EMA 2017 Next-Generation
Endpoint Security
Vendor Landscape and
Five-Year Market Forecast

ENTERPRISE MANAGEMENT ASSOCIATES® (EMA™) Research Report
Written by David Monahan

Q4 2017
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NGES (Next-Generation Endpoint Security)
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* Prevention / Detection 2| 8 AH|A

* Threat Hunting / Forensic 7| &
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